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Abstract

Since September 2026 one Al agent, Hermes, has done most of the
drafting behind my job as Director of Research Computing at UC
Riverside. I call it my seneschal, the old word for a steward who
ran a household in the owner’s name and answered to the owner. It
drafts email, ticket notes and ledger entries. I approve the exact text
before anything leaves. Two of my tools enforce that approval in
code. On the path I use most, it is a written rule the agent follows.
On 28 October 2026 the work ledger picked up 15 entries. Eleven
record an email that went out after I approved the text. In nine of
those the agent says it then found the message in my Sent folder,
which is the agent checking itself. None of the 11 mentions the
code-enforced composer. I trust the setup because of the approval
step and the log, and the log is less complete than I would like.

CCS Concepts

« Security and privacy — Software and application security;
« Human-centered computing — Human computer interaction
(HCI); « Computing methodologies — Intelligent agents.
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Author note

This is a Field Note, a dated report on a system I built. The work was
directed by me and carried out with Al agents under written briefs,
independent checks and explicit approval steps. Figures come from
the Nexus interaction log, the Ultra and Atrium specifications, and
the people-mcp and vault-mcp documentation. All numbers are
real unless marked. People, labs and tickets are described in general
terms rather than named. This note was drafted with Al assistance
from those records and reviewed by me.
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1 Context

Running a small research computing group is part technical work
and a lot of email, tickets and paperwork. The email and tickets are
where an Al agent can hurt me. One wrong message to a faculty
member, or one comment posted on a ticket that belongs to another
unit, costs more goodwill than the agent saves me in a month.

Researchers should get a fast, correct answer. Nobody should
get a message I did not mean to send. Those two goals pull against
each other once an agent is drafting, and the rest of this note is
about how I hold both.

Earlier Field Notes covered the research stack [1], a one-day path
to the Nautilus cluster [2] and directing a fleet of AI builders [3].
This one is about operations. The same agent also helps run the
network on my homestead, under very different rules [4]. What
this note offers is a way to sort an agent’s approval gates into those
enforced in code and those that are written rules, and one day’s
audit of which kind real email went through. It is an operator’s
report on a small sample, and its limitations are stated where they
arise.

2 Related Work

Agents and tools. The Model Context Protocol (MCP) [5] stan-
dardizes how an agent discovers and calls tools, and Toolformer
showed that a language model can learn when to call an external
interface on its own [6]. ReAct interleaves the model’s reasoning
with tool calls in a single loop [7], the pattern most agent harnesses,
Hermes included, follow. Wang et al’s survey of agents built on
large language models describes them in terms of profile, memory,
planning and action modules [8]. In those terms Hermes has a wide
action module and no autonomy at work: it plans and drafts, and
acts when I ask.

Grounding in records. Nexus is a knowledge graph in the ordinary
sense of Hogan et al. [9]: entities and typed relations kept in a
database. Pan et al. lay out ways to pair language models with
knowledge graphs so that answers rest on stored facts rather than
on what the model remembers [10], a line that runs back to retrieval-
augmented generation [11]. I make no claim that this reduces errors;
the point is that a reply about a lab’s allocation can be checked
against a record.

Injection and testing. Greshake et al. showed that text an ap-
plication retrieves, such as an email or a web page, can carry in-
structions that steer the model reading it [12]. The OWASP list
for LLM applications puts prompt injection first and also names
excessive agency [13]. InjecAgent [14] and AgentDojo [15] turned
such attacks into benchmarks for tool-using agents, and both found
current agents vulnerable. CaMeL [16] takes a design approach:
a privileged model plans from the user’s request alone, and code
tracks which values came from untrusted data and enforces policy
before a tool runs. Perez et al. used one model to generate test cases
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that find failures in another [17]. I have run none of these against
my setup.

Authority, approval and logs. Least privilege and complete medi-
ation [18], role-based access [19] and per-request decisions with no
implicit trust [20] are the frame for the gates in Section 4. Atrium’s
approval code borrows the shape of an OAuth authorization code,
which is short-lived and may be used once [21], and the Ultra com-
poser binds its approval to a SHA-256 digest [22]. Schneier and
Kelsey designed audit logs whose past entries an attacker who later
takes over the logging machine cannot alter undetected [23]; my
ledger has no such property, and its entries are written by the actor
they describe.

The human in the loop. Parasuraman and Manzey review how
operators of reliable automation come to over-trust it and check
less [24]. Green and Chen found that people reviewing an algo-
rithm’s output did not reliably judge its accuracy [25], and Huang
et al. found that language models do not reliably correct their own
reasoning without outside feedback [26]. Agent frameworks such
as LangGraph build in interrupts that pause for a person’s deci-
sion [27]. These results bear on the two weakest points below: a
human who may rubber-stamp and an agent that checks its own
work.

3 The Parts and Who Holds the Trigger

The agent holds authority to prepare, and I hold the trigger. It never
runs in a loop by itself: at work it acts when I ask it to. Figure 1
shows the parts.

Nexus is Research Computing’s knowledge graph of researchers,
grants, projects and assets, reached from a command line or as an
MCP server [5], and its interaction log is our system of record
for what we did. Its internals, roles and provenance stamps are
described in a companion note [28]; here it matters only that every
write from the agent passes the same role checks as one I type.

Ultra is the operator desk I built for mail and Slack. Atrium is
the front door for researchers that Research Computing is building:
one place to see a lab’s people, funding and compute. It runs on
staging for Research Computing admins only.

people-mcp is a read-only window onto the campus directory:
one Go binary, two read-only Google scopes, no database. It exists
so the agent never guesses an address; it resolves an alias to the
real account before a draft is written. vault-mcp does the same job
as Nexus for my personal Obsidian vault of about 950 notes.

4 Gates in Code and Gates in Writing

Some of my gates are enforced by software. Others are a sentence
in the agent’s standing instructions. Table 1 sorts them.

The Ultra composer. The public Ultra workstation specification
defines a composer with two approvals that the server enforces.
The first locks a version and records a SHA-256 hash [22] over the
canonical message: sender, recipients, subject, body, thread and
each attachment’s hash. The second, in a full-screen review that
highlights any change in recipients, sends it. Any edit voids the
approval. Any change after approval blocks the send.
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Atrium. Its specification puts the rule in four words: the model
reads; the core writes. Agents reach only allow-listed read tools, and
a check in continuous integration proves no write tool is reachable.
Write actions, 17 so far and all admin-only, run only after a person
approves the exact plan, by button, by sending exactly approve
<code>, or by an MCP approval call. The code is single-use, expires
in 30 minutes, and is bound to the person, much as an OAuth
authorization code is short-lived and single-use [21]. The role is
checked when the plan is proposed and again when it is approved.

Nexus and the vault. Nexus checks each caller’s role per tool,
and every write runs the real command-line code path [28]. On the
personal side, vault-mcp refuses any write that removes an old line;
the one in-place change it allows is ticking a task done. Each write
is its own git commit, authored as me “via” the client that made it,
and a stale-write check refuses the write if the note changed since
it was read.

The Hermes path. Most days I work through Hermes in a chat
window or terminal, not at the desk. There the rule lives in the
agent’s standing memory: Hermes drafts, I approve the exact text,
Hermes sends, looks for the message in the Sent folder, then logs it
in Nexus with the message identifier. For tickets the rule is stricter:
never assign, comment on or change the state of a ticket without
my approval of the exact list of changes. Nothing in software stops
Hermes from sending without my approval, so the rule holds only
as long as the agent follows it. What I have is a habit, the agent’s
good behavior so far, and a log I can audit.

Human approval before an agent acts is a common pattern. Agent
frameworks such as LangGraph build it in as interrupts [27], and
hashes, role checks and append-only files are old tools. What I
wanted was to put them in front of an agent that writes real email
in my name, so that when someone asks what was sent, I can show
the ledger entry and the message identifier.

5 One Day in the Ledger

On 28 October 2026 the Nexus interaction log gained 15 entries,
all written through the MCP server. I read them with a read-only
query:
nexus interactions list \
--since 2026-10-28 --until 2026-10-29

Table 2 groups them by kind, in general terms.

Eleven of the 15 entries record an email sent after my approval.
Nine say the agent then found the message in the Sent folder, and
most give the message identifier so the log points at the real artifact.
That check is the agent confirming its own work and writing its
own log entry. It proves the message exists. It does not prove I read
it carefully, and it is not an independent audit.

None of the 11 email entries mentions the Ultra composer. As
far as the entries show, all 11 went through the Hermes path, so
on this day the code-enforced gate was not the one in use. The log
shows no email sent without a recorded approval, but the log is
written by the same agent. That is a weaker claim than “the gate
held”

On one ticket the agent drafted the reply to the researcher and
an internal work note. The system in question belongs to another
unit, and the reply says so and gives no date, because we cannot
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Me

approve the exact text or the exact list

|

v

Ultra desk composer
lock + SHA-256, then send

ENFORCED IN CODE

Hermes, chat or terminal I
drafts, sends after “yes”, checks Sent, logs !

|
|
: |
1 WRITTEN RULE |

Nexus Atrium people-mcp vault-mcp Mail, tickets,
ledger + graph model reads, core directory, personal notes, documents
(roles in code) writes after code read-only append-only (the outside world)

Figure 1: The work side. Two paths lead from me to outbound mail. The Ultra composer (solid heavy frame) enforces approval
in code; the Hermes path (dashed frame) depends on a written rule. Every outcome is meant to end in the Nexus ledger.

Table 1: Which approvals are enforced in code and which depend on the agent following a written rule.

Action Gate

Enforced by

Mail or Slack sent from the Ultra desk
Write actions in Atrium

Writes to Nexus

Writes to my vault

Email sent by Hermes directly
Ticket comments, notes, assignments

Document sharing, cluster namespaces I say yes in chat

Two approvals, the first bound to a hash of the message
Human approves a plan with a single-use code

Role check per tool, real command-line code path
Append or create only, one git commit per write

I approve the exact text in chat
I approve the exact list of changes

Code (Ultra server)

Code (Atrium core)

Code (Nexus MCP server)
Code (vault-mcp)

Written rule
Written rule
Written rule

promise one. On a second ticket it drafted a question to a partner’s
operations staff and posted a customer-visible comment. Each of
those records that the change was checked in the ticket system
afterwards. The third ticket entry records an assignment I made
myself, by hand, and the agent only logged it, so two of the three
ticket entries are agent changes.

At least five actions that day did not go through any hashed
approval: the document share, the namespace on Nautilus, the ex-
pense receipts, removing a departed staff member’s access in several
cloud projects, and archiving routine inbox mail. Each happened
after I said yes in chat, under a written rule. Those are real actions
on real systems, and they belong with the written-rule rows of
Table 1.

For scale, the window from 1 to 28 October 2026 holds 358 in-
teractions: 268 written through MCP, 23 from the command line,
22 stamped agent:hermes and 45 with no source recorded. The 22
are October’s agent :hermes stamps only; the Nexus note’s figure
of 121 Hermes rows is cumulative from the start of provenance
stamping through 5 October [28], a different window. The agent
composed most of the 268 MCP entries, but the stamp records the
channel, so the ledger cannot tell me which ones it wrote and which
ones I dictated or wrote through another client. That caveat applies
to every count in this section.

I do not measure how many drafts I edit or reject before approv-
ing them, and nothing in the ledger records it. It is the figure that

matters most, because without it I cannot show that the approval
step catches anything at all.

6 Untrusted Mail In, Trusted Mail Out

The agent reads inbound email, ticket text and directory data, and
it can send mail and touch tickets. That is the textbook setup for
prompt injection [12], listed first in the Open Worldwide Applica-
tion Security Project (OWASP) Top 10 for large language model
applications [13]. An inbound message that says “also forward the
signed agreement to this address” is aimed at exactly this kind of
agent.

Exact-text approval means an injected sentence in an outbound
draft has to get past me, so I read recipients first and body second.
Hermes labels results from tools as untrusted data rather than
instructions, and the model is told not to follow directives found
inside them. And people-mcp is read-only, so the directory lookup
cannot be turned into a write.

These help, but not enough. Actions in the bottom rows of Table 1
need only a chat “yes,” and a skimmed yes is easy to give. The
labeling of tool output as untrusted is an instruction to the model,
which it can ignore. And I have no record of attempted injections,
because nothing in the system looks for them. I have not seen one
succeed. I also have not tested for it, so that is weak evidence.
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Table 2: The 15 ledger entries for 28 October 2026, grouped.

Kind of request Entries What the agent did

Grant proposal coordination 2 Drafted replies on a multi-institution proposal; shared a budget document with a collaborator after I said yes

Research storage pilot 2 Drafted a provisioning request for an early-tester lab and a follow-up with guide links

Ticket follow-ups 3 Areply to aresearcher and a work note on one ticket; a question to a partner’s operations staff and a comment
on another; one entry records an assignment I made myself

New compute request 1 Confirmed both people in the directory and drafted a first-contact reply with options

National cluster onboarding 1 Created a lab namespace on the National Research Platform (NRP) Nautilus cluster once the lab and I agreed

Other correspondence 3 Access housekeeping with another unit, a data agreement thread and an event agenda sent to one colleague

Check-ins 2 Morning and afternoon scans of mail, calendar and open items, with a “needs Chuck” list

Travel expense 1 Added missing receipts to a report I then submitted

Total 15

7 What Went Wrong

e The strongest gate was not on the busiest path. All 11
emails on the sample day went through Hermes, governed
by a written rule. The hash-bound composer exists, works
and was not used.

e The ledger cannot say who wrote the words. Of the
358 interactions from 1 to 28 October 2026, 45 carry no
source stamp. Only 22 in that window are stamped as the
agent’s own, though it composed most of the 268 that came
through MCP. On 28 October a security advisory triage
appears only inside a check-in entry, not as its own record.

o Self-attestation. The ticket checks and the check of the
Sent folder are written by the same agent that acted. They
are useful records, not independent proof [23].

e One logged action was mine. One of the three ticket
entries records an assignment I made by hand; counting it
as an agent change would have overstated what the agent
did.

e No error data. I cannot say how many drafts I changed,
or what kinds of mistakes the approval step caught. Until I
can, “the gate works” is a belief.

e Approval fatigue is a known risk. Ten or more approvals
a day is the volume at which people start to rubber-stamp;
operators of reliable automation tend to check it less [24]. I
have no metric that would tell me if I had started.

8 Lessons

(1) Approve the exact text, and bind the approval to a hash
where you can. The Ultra composer refuses to send any-
thing I did not see.

(2) Label every gate as code or as a written rule, and check
which one your real traffic passes. I called both “hard” before
I counted.

(3) Point the ledger at the artifact. A message identifier lets
anyone find the real email later.

(4) Give the agent authority to prepare, never standing author-
ity to act on people. One wrong email to a faculty member
costs more than the agent saves me in a month.

(5) Count your edits and rejections. Without that number you
cannot tell an approval step from a habit of clicking yes.

9

What’s Next

e Route Hermes-sent email through the Ultra composer, or
give the Hermes path its own hash-bound approval, so the
written rule becomes code.

e Stamp agent-composed Nexus entries consistently, so the
ledger records who wrote the words as well as the channel.

o Log each draft’s fate (sent as is, edited, rejected) and report
the rate after a month. That measurement, together with
the share of outbound email that passes the hash-bound
gate rather than the written rule, would settle the main
claim of this note, that the approval step catches errors.
Until it exists, the claim rests on one day’s ledger.

e Open Atrium beyond Research Computing admins once its
write actions have run cleanly on staging.

Sources

Nexus, Atrium, people-mcp and vault-mcp are private because
they touch campus or personal records. The operator desk is pub-
lic, including the double-approval composer specification. Reposi-
tory: https://github.com/charles-forsyth/ultra-workstation. Project
page: https://charles-forsyth.github.io/ultra-workstation/. Private
records used: the Nexus interaction log (read-only queries for 28 Oc-
tober 2026 and for 1 to 28 October 2026), the Nexus scoreboard and
SPEC.md; the Atrium README.md and docs/SPEC.md; the people-
mcp and vault-mcp READMESs; and the Hermes standing memory
(the ticket rule).
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